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Introduction

This white paper showcases compliance -related features and extensibility opportunities  with
the 2007 Microsoft ® Office system , and demonstrates how the Office system can help you
meet the demands of regulatory compliance. By focusing on a few core products , including
Microsoft Office SharePoint ® Server, Office client -side applications , and Microsoft Exchange
Server 2007 , this paper introduce s built -in features of the Office system that addr ess
compliance requirements . The paper also focus es on the opportunities for developers to use
expanded tools support  to build customized solutions that facilitate  regulatory compliance
without bogging down business processes

Out-of-the -box, the 2007 Office system provides many of the fundamental components

required to support compliance regulations , such as auditing, records management, and

data security. However, some degree of development and customization is necessary to

tailor regulation -compliant s olutions for particular organizations and environments. This
paper provide s examples of extend ing the platform to build custom compliance solutions for
the financial services, healthcare , and accounting fields

The target audience i ncludes developers, tec hnical architects, and technical decision makers
interested in delivering business solutions that use and extend the compliance -related
feature set of the 2007 Microsoft  Office system . The paper talk s about the technical and
business opportunities for inte grating with and  extending the 2007 Office system feature
set, and it show s how you can extend the system to facilitate compliance 0 either for a
company's internally developed solutions or for vendors developing compliance solutions for
the marketplace.

The first section  provide s an overview of  regulatory compliance and governmental

legislation. The second section describes specific products within the 2007 Microsoft  Office
system and how they address compliance requirements. The third s ection demonstrates
how you can simplify compliance -related tasks by using features built into the Office
system . The fourth section describes extensibility options provided by the 2007 Microsoft
Office system for compliance and provides a non -technical overview of the princ ipal
interfaces and object models that developers use to build compliance solutions with the
2007 Office system . Three appendi ces provide additional resources , developer maps, and
references .

An Overview of Regulatory Compliance

Many ¢ ompanies face increa sing pressure to comply with governmental regulations for
handling business and personal information. These regulations are designed to protect
against a diverse array of risks that span different industries, disciplines, and government
agencies. Reasons for increased regulations include :
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1 Recent corporate scandals involving large companies have resulted in an increase in
the number and scope of compliance regulations intended to protect shareholders
and improve the visibility, integrity, and accountability of financial reporting

1 Concerns about the privacy of individuals and the possible abuse of personal
information have prompted regulations for handling health care information

1 Risks related to food suppl  ies and to the development of pharmaceuticals have
pro mpted increased regulation for all industries regulated by the United States Food
and Drug Administration (FDA)

1 The surge in identity theft and fraud has prompted regulations for handling personal
identi fiable information (PIl) and informing consumers whe n their personal
information is disclosed inappropriately

In the United States, ¢ ompliance legislation designed to address these risks affect S most
publicly traded companies, the healthcare industry, government agencies, and financial

institutions. Govern  ments impose severe penalties for violations against compliance

regulation laws, including major fines and imprisonment of company officials. For example,

the penalties for violating certain Health Insurance Portability and Accountability Act

(HIPAA) regul ations range from $100 per person per incident for improper disclosures of

health information to $250,000 and 10 years in prison for intentional violations ( United
States Department of Health and Human Services , May 2003). Noncompl iance can also

have aneg atveef f ect on a company6s reputation in the

Moreover, companies  stand the best chance of success when they go beyond viewing
compliance as overhead and that take the opportunity to streamline and improve core

business processes as part of their compliance efforts.  This is because much of  what's
containedin t odayds compl i anis @ongrrecggmiked best pracsces . Many
companies not subject to certain compliance regulations are taking the initiative to follow

some regulations anyway , because of the value both in operation s and reputa tion. For
example, ISO 9000, which is a set of standards around manufacturing process quality,

require s good records management so that a company can demonstrate compliance . There
are important reputation and f inancial benefits for companies to comply with that standard,

even i f there arenodt -comgiancef( iSO 900D is easvoldntary stamdam ). A
Aifoll ow the spirit of the | awd approach (as oppo
improve compliance scores , but also helps companies get value from their investment in
compliance.

Companies must develop long  -term compliance strategies to meet the requirements

established by government regulations. Typically, these strategies involve formaliz ing
compliance policies and implementing specific business processes to support, enforce, and
demonstrate compliance with these policies. Unless IT is involved in automating these
processes, a compan y risk s being overwhelmed with a manual documentation eff ortand a
weak control infrastructure. A major challenge is how to interpret compliance regulations

and map them to IT implementations that use existing IT investments @ investments that
were oft en deployed before the rise of compliance requirements

mar ket

sed to
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Key Com pliance Regulations
Companies must comply with these key regulations

|l

Sarbanes -Oxley Act (SOX) (United States, 2002) T A setof United States federal
law s that establish new or enhanced standards for all U.S. public ly traded company
Boards, Management, and public accounting firms. The Act contains 11 titles that
affect corporate governance, financial disclosure, and public accounting practices

Data Protection Act (European Union, 1998) T A British Act of Parliament that

provides a legal basis for the priva cy and protection of data. The act states that data
collected by one party to another party may be used only for the specific purposes

for which it was collected. Personal data may be kept only for an appropriate length

of time and must not be disclosed to other parties without the consent of the data

owner .

Health Insurance Portability and Accountability Act (HIPAA) (United States, 1996) T
A set of United States federal laws that improve the efficiency and effectiveness of
the health care system . HIPAA encourag es the development of a health information
system through the establishment of standards and requirements for the electronic

transmission of certain health information. The Act aimsto improve the portability
and continuity of health insurance coverag e in the group and individual markets ; to
combat waste, fraud, and abuse in health insurance and health care delivery ; to
promote the use of medical savings accounts ; to improve accesstolong -term care
services and coverage ; to simplify the administration of health insurance ; and to
achieve other purposes

Title 21 Code of Federal Regulations (21 CFR Part 11) (United States, 1997) T Aset
of life sciences regulations that affect how biotechnology and pharmaceutical

companies meet the criteria for acceptanc e by the U.S. Food and Drug

Administration (FDA). The FDA considers under certain circumstances that electronic
records, electronic signatures, and handwritten signatures executed to electronic

records are equivalent to paper records and handwritten signat ures executed on
paper. These regulations, which apply to all FDA program areas, are intended to

permit the widest possible use of electronic technology, compatible with FDA's
responsibility to promote and protect public health.

Basel Capital Accord (Base | Il) (Switzerland, 2004) i Basel Il affects banks and other
financial institutions by defining capital requirements for banks' exposures to certain
trading -related activities, including counterparty credit risk, and for the treatment of

double default effe  cts (the risk that both a borrower and guarantor default on the

same obligation ).

Common Compliance Requirements

Although these various regulations vary in terms of scope, intent, and type of information ,
they all share common elements and rely on the fund amental principles of information

security.
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1 Confidentiality. Confidential, personal, and sensitive information cannot be exposed
to unauthorized organizations or individuals.

1 Integrity. Data cannot be modified by unauthorized organizations or individuals ,
and the completeness and accuracy must be insured.

1 Availability. Information must be available to the right people at the right time to
support timely and accurate financial reporting and to fulfill demands for information
by regulators, investigators , and court subpoenas.

Organizations must implement policies and procedures to make sure individual and
departmental activities conform to compliance requirements. However, only
publishing policies and procedures and buying technologies to ensure confidenti ality,
integrity , and availability falls short of compliance. An organization must exercise

due diligence in enforcing the execution of those policies and procedures.

1 Procedural rigor . An organization risks becoming quickly bogged down if
executives and m anagers must manually enforce procedural rigor and workers must
perform with busy -work mandated by a bureaucracy created out of compliance
requirements. Good workflow automation enforces compliance and performance of
business processes and policies as unob trusively and automatically as possible.

To support audits and investigations, an organization must also be able to prove that

it performed  compliance procedures when needed and that its technology controls
were active and they perform ed throughout the pe riod in question.  This requirement
creates a documentation burden on top of other work associated with compliance

policies. This documentation burden creates a need for IT involvement.

1 Auditing and Logging. Auditing and logging trace how individuals acces s and use
resources and the execute business procedures. Systems that process sensitive data
must securely log, maintain, and provide critical event information to ensure a clear
audit trail.

Audit trails and logging are especially important for two of th e pillars of information
security. First, audit trails are crucial in determining the scope of disclosures of

confidential information. Being able to reconstruct who accessed what information

and when allows an organization to inform just the people whose information was
compromised, sometimes greatly reducing the fines and other costs that are in direct
proportion to the quantity of individuals whose information was compromised.

Second, logging facilitates integrity controls . T echnology may not always be a ble to
prevent an authorized user from maliciously or inadvertently modifying information,

but an audit trail provides a control and allows the organization to understand the

impact of the incident. For example , it is not enough to point to a written polic y that
governs how financial spreadsheets and their formulas are maintained. Compliance

and audit professionals want to see an audit trail of changes to such spreadsheets

that shows who accessed them, what was modified , and when.
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The 2007 Microsoft Office System Products

This section describes the products within the 2007 Microsoft ~ Office system that are most
relevant to compliance. Compliance solutions  based on the 2007 release deliver significant
return on investment by using theease -of-us e and unsiliaritysvih thie enost widely
deployed desktop productivity environment

Although the 2007 release is an application suite, it isalsoa full -featured development
platform ready to be exploited by developers. With this release you can build collaboration,
workflow, knowledge management, and business process automation solutions with fewer

lines of code than  on other platforms. And you deliver a solution with which users are
immediately comfortable and productive.

In particular, the 2007 release lends itse If to being a platform for powerful compliance
solutions thanks to its advanced audit trail, encryption, information rights management,
records and document management, and more.

Description of the Products Relevant to Compliance
The following table descr  ibes the productsin  the 2007 release that are relevant to
regulatory compliance.

Feature -to-Compliance Mapping
g
£ € | o
3 > < g
c = 5
2 s | €| 8| 8 |£E8
- 3 S| £ | T | 8 |3S8
Product Description L (@] £ < o <8
Microsoft Office Office SharePoint Server 2007 enables Web content
SharePoint® development of intelligent portals that management X X
Server 2007 seamlessly connects users, teams, and (WCM)
knowledge. Such portals can help people
take advantage of relevant information Enterori
across business processes and help nterprise X
them work more efficiently. An important search
feature is the business data catalog,
which indexes data from external Document and
systems and databases, such as CRM records X X X X X
systems, so that it can be searched by management
the portal search feature.
Audltlng and X X % X
logging
Records center X X X X X
Information X X
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Feature -to - Compliance Mapping
=
= 2 s 3
g g 2 3 3 22
g s | £ 5| g |3¢8
Product Description L o £ Z a <8
rights
management
(IRM)
Doct_m_1ent X X X
policies
Extensible hold
and (_:on'tent X X
expiration
infrastructure
Role-based
targeting and X X X
security
Microsoft Office Office SharePoint Designer 2007 Custom X X
SharePoint provides you with tools to create and workflows
Designer 2007 deploy interactive solutions based on
SharePoint Products and Technologies, Custom
without having to write code. o X X
notifications
You can automate business processes
such as dgcument approval, custom ) Custom tasks X
event notification, and other collaboration
tasks by using the workflow designer
feature. Data
aggregation X
and reporting
Microsoft Windows SharePoint Services allows Workflow X X X
Windows® teams to create Web sites for information processes
SharePoint sharing and document collaboration,
Services benefits that help increase individual and E-mail
team productivity. By supporting such IT d X X
resources as portals, team workspaces, messages  an
e-mail messaging, and presence alerts
awareness, Windows SharePoint
Services enables users to locate Content types X X X X
distributed information quickly and
efficiently, and connect to and work with Search X X
others more productively.
Versm_)mng and X X
history

10
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Feature -to - Compliance Mapping
=
= 2z s 8
) [3) ] 3 o=l
5 z g 3 8 | £5
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Product Description L o £ Z a <8
Document X X X
metadata
List-level and
item -level X X X
security
Microsoft Office Office Communicator 2007 is an Instant
Communicator integrated communications client that Messaging (IM) X X
2007, Microsoft relies on Office Communications Server session history
Office 2007 to help enables teams and
Communications information workers to more easily and E ted
Server 2007 effectively communicate in real time. ncrypte X
Office Communicator 2007 integrates messaging
with Microsoft Office system applications
and secure enterprise telephony
infrastructure. Information workers can
Secure
see the presence status of other team communication X
members at all times; for example, they
can see whether someone is online and S
whether they are in the portal.
Microsoft Exchange Server 2007 enables Secure e -mail
Exchange Server knowledge workers to gain access to message X X
2007 critical business communications almost repository
whenever and wherever they need to,
and it is designed to deliver greater Permissi
security, availability, and reliability. ermission X X X X
control
Message X x
classification
Transport rules X X
Secure
communication X
s
Microsoft Office Office Outlook 2007 provides an Classified e- X
Outlook® 2007 integrated solution for managing your mail
time and information, connecting
across boundaries, and remaining in .
Information X X

11
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Feature -to - Compliance Mapping
’g
= 2z [ 3
= =}
5 S| 2| 8|3 |£E2
g s | £ 8| ¢ |58
Product Description e o £ I a Z S
control of the information that reaches Rights
you. Management
(IRM)
E-mail records X X
management
E-mail search X X
Secure
communication X
s
Excel® Services Excel Services, a feature of Office Spreadsheet
SharePoint Server 2007, supports integrity X
loading, calculating, and displaying
Microsoft Office Excel spreadsheets in Spreadsheet
a Web browser. Users can publish ph' ) 4 X X
spreadsheets and view them with any arcniving an
modern browser, without installing any centralization
software on the local client computer.
This capability allows organizations to Role-based
share spreadsheets without exposing views and X X
sensitive business information. access control
Data security X
Microsoft Office Office Project 2007 helps project Sarbanes -Oxley
Project 2007 managers, business managers, and (SOX) X X
planners manage schedules and templates
resources. Office Project 2007 helps you
set up projects quickly with templates, 1SO 9001
communicate project data, and track and X
analyze project status. templates
Finance and
accounting X
templates
Feedback
L X
monitoring
Report X

12
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Feature -to - Compliance Mapping
8
= 2 s 8
= =] [l e)]
¢ s | €1 2| 8 |£EE
g s | £ 8| ¢ |38
Product Description e o £ I a Z S
preparation
Microsoft Office Office Forms Server 2007 provides Forms archiving
Forms Server scalable, standards-based electronic and X X
2007 forms solutions with enhanced security centralization
that can help your organization extend
the reach of forms-driven business
processes to anyone with a Web Data validation X
browser.
Microsoft Visual Visual Studio 2005 Tools for the
Studio® 2005 Microsoft Office System* is a
Tools for the professional development environment
Microsoft Office for individual developers building line-of- Custom
System business applications using the Microsoft development X X
Office System. These tools enable and
developers to more easily extend extensibility
solutions using managed controls, and
provide a more intuitive design,
development, and debugging experience.

13




Architecture Overview
The following figure shows the communication channels between the

2007 Office system .
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Compliance Capabilities in the 2007 Microsoft
Office System

In this section, you'll learn how easy it is to perform compliance -related tasks using out

® Microsoft®

ICE

-of -

the -box features in  the 2007 Office system . These featu res enable and simplify the following

compliance requirements:

Auditing and  logging
Workflow

Digital signatures
Records center
Classified e-malil
Document policies

Spreadsheet management

=A =4 =4 A4 -4 -4 -4 -

Barcodes and labeling
1 Information Rights Management

The 2007 Office release provides significant versatility because you can use features and

settings out -of-the -box withou t writing any programmatic code. O r you can extend and
customize the features to suit specific business requirements.

Auditing

Auditing provides a histori cal record of actions taken by users so that, when an authentic
record is required, you'll know what happened and when it happened. Auditing is require
by almost all regulations. For example, the Sarbanes -Oxley Act requires that all actions

taken on a fin ancia | document must be fully audited to meet compliance.

Auditing allows companies to substantiate claims in cases of dispute or litigation. With
effective auditing systems, policies, and processes in place, companies have the evidence to
support and demo nstrate their compliance. Auditing allows authorized users to see all of the
people who have accessed resources on a site, and what actions those people took

Office SharePoint Server 2007 allows administrators to audit key events within document
libraries and global events on a site  , such as search, user changes, and changes in content
types and columns.

The underlying Windows SharePoint Services content database stores audit log events and
provides access to the audit logs by using Microsoft Office Excel spreadsheets to simplify
analysis, reporting, and exporting.
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